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Who is this webinar for?

All IndieCommerce stores

Preparing to transition to your own credit card processor 

OR

Already using your own credit card processor 



Topics covered in this webinar

● Credit card process
● Merchant Account
● Authorize.net account settings
● Preparing your IndieCommerce site for the transition 
● On the day of the transition
● New features
● Issuing refunds



Merchant Account, Payment Gateway & Authorize.net

Merchant Account - Financial institution or bank account used by a merchant 
specifically for collecting payments from credit card transactions

Payment Gateway - Infrastructure that makes it possible for merchants to collect 
payments from websites. 

Authorize.net - Payment gateway supported on IndieCommerce websites



Core Components - Online Credit Card Transactions
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Merchant Account

Do you already have a merchant account?

● Do they work with Authorize.net?
● Can they process all 4 major card types for online orders?

Get a new merchant account

● Should work with Authorize.net, process all 4 card types
● Gravity Payments - vetted by ABA for IndieCommerce transactions

○ Pre-negotiated rate : 2.4% & 23 cents per transaction (no set-up costs)
○ https://gravitypayments.com/partner/aba-gravity-instant/

○ Jason Butler - jbutler@gravitypayments.com - 206-388-5900 ext 563

○  Nicole West - nwest@gravitypayments.com - 206-388-5900 ext 554

https://gravitypayments.com/partner/aba-gravity-instant/


Merchant Account - Requirements

On your website -

Terms & Conditions

Privacy Policy

Return / Refund Policy

Shipping & Payment Information

Contact Information / “Contact Us”





Authorize.net Account

● Check with your merchant account service provider
● Or,  www.authorize.net
● 2 must-have features

○ Customer Information Manager (CIM) - manage customer profiles
○ Advanced Fraud Detection Suite (AFDS) - configurable fraud filters

● Optional feature 
○ Automated Recurring Billing (ARB) 

● Password
○ Reset and use strong passwords

● User Accounts
○ Roles and Permissions 
○ https://account.authorize.net/help/Account/User_Administration/User_Role_Definitions.htm

http://www.authorize.net


Configuring your Authorize.net Account - Checklist

1. Account Owner Profile - Change password and check profile
2. User Administration - Create additional accounts
3. Customer Information Manager - Confirm this is enabled
4. Advanced Fraud Detection Suite settings

a. https://www.bookweb.org/indiecommerce/authorizenet
b. ‘Fraud Detection Suite Settings 2019.pdf’

5. Payment Form -> Form Fields -> None of the fields should be ‘Required’
6. Fraud Email Notifications
7. Set to ‘Live’ mode

https://www.bookweb.org/indiecommerce/authorizenet


Authorize.net Information For IndieCommerce

● API Login ID, Transaction Key & Public Client Key 
○ Establish connection between your website and Authorize.net
○ https://account.authorize.net/helpCP/Account/Settings/Security_Settings/General_Settings/API_Login_ID_and_Transact

ion_Key.htm

● Please DO NOT email these to the IndieCommerce team
● Use this form on your IndieCommerce website

○ Store -> Configuration -> Account Information and Preferences -> Store Authorizenet

● DO NOT send us your Authorize.net login information

https://account.authorize.net/helpCP/Account/Settings/Security_Settings/General_Settings/API_Login_ID_and_Transaction_Key.htm
https://account.authorize.net/helpCP/Account/Settings/Security_Settings/General_Settings/API_Login_ID_and_Transaction_Key.htm




Authorize.net Configuration
Recommendations...





DON’T USE











Authorize.net Account - It is yours!

It is your account

Learn to manage it

Tools and Reports

Announcements (By end of July 2020 we will be updating the one time pin expiration from 30 minutes to 10 minutes. The one time pin is used when 

recovering your user name, password or perform account changes or updates.)

Scheduled Maintenance

Follow on Twitter

Support - Phone or Chat



Merchant Account and Authorize.net Account

After you are set with a Credit Card processor & Authorize.net account…

You could change Merchant Account for better rates

But

DO NOT CHANGE your Authorize.net Account

Contact staff@bookweb.org if you are not sure

mailto:staff@bookweb.org


Advantages 

● No need to wait for ABA to transfer funds for online sales
● Have your store name on the customer’s credit card statement, instead of 

‘INDEPENDENT BOOKSTORE’ (which is currently confusing to customers)
● Automated Recurring Billing feature - Subscription programs
● Choose fraud protection settings you are comfortable with (eg.International orders)

● Better credit card fees 
● Authorize.net Verified Merchant Seal - Increase customer confidence, 

increase online sales
○ https://support.authorize.net/s/article/Authorize-Net-Verified-Merchant-Seal-How-It-Works-Configuration

● More control over online credit card transactions (later in the presentation)

● Refund customers directly from your IndieCommerce website (later in the presentation)

https://support.authorize.net/s/article/Authorize-Net-Verified-Merchant-Seal-How-It-Works-Configuration


 Saved credit card profiles are deleted during transition

WHILE ON ABA’S AUTHORIZE.NET ACCOUNT SOON AFTER SWITCHING TO STORE’S AUTHORIZE.NET



ON STORE’S AUTHORIZE.NET, AFTER THE CUSTOMER HAS PLACED AN ORDER



Preparing for the transition

1. Get a merchant account for processing online credit card transactions (Card Not Present)
2. Create and configure an Authorize.net payment gateway account
3. Contact Authorize.net support and confirm your account is ready
4. Submit the API Login ID, Transaction Key and Public Client key on your IndieCommerce site
5. Process open credit card orders - regular and pre-orders

a. Mark orders as Payment Received
b. Or, mark them as Canceled
c. Create custom orders statuses if necessary

6. Stop Ingram orders a week before the switch-over date
a. Pre-orders sent to Ingram are ok

7. New features to help manage orders on ABA’s credit card processor (in upcoming slides)



On the day of the switch over...

● Disable credit card payment method on the website

● Post a message on the website to let your customers know, provide alternate payment methods

● Be available by phone / email to coordinate with the IndieCommerce team member

● Be ready to login to your Authorize.net account

● Be ready to be your first ‘customer’ on your credit card processor

● Only 15 mins, if no issues



NEW FEATURES TO HELP WITH THE TRANSITION



NEW FEATURES TO HELP WITH THE TRANSITION (Contd…)



As you prepare for the switchover, please mark all OPEN credit card orders as COMPLETED, PAYMENT 
RECEIVED OR CANCELED. You can also create a custom PRE-ORDER PAYMENT RECEIVED status for 
preorders.



New Feature !!

Customer places an online credit card order

Store marks the order as “Payment Received” to charge the customer’s credit card

Store is ready to ship the order

Customer calls the store and wants to add another book to the order

Can the store edit the order, charge the customer for the additional book, on the same order, from the 
website?

With ABA’s credit card processor - NO

With Store’s credit card processor - YES



DIFFERENCE



FIRST CHARGE

SECOND CHARGE



Another New Feature !!

Customer places an online credit card order

Store marks the order as “Payment Received” to charge the customer’s credit card

Store is ready to ship the order

Customer calls the store and wants to pick up the book from the store

Can the store edit the order, remove the shipping cost and issue a refund to the customer?

With ABA’s credit card processor - NO

With Store’s credit card processor - YES



Original captured amount 

New Order Total

Difference in total to refund



Information to focus on, for refunds





Admin comment for the capture

Admin comment for the refund



Life Cycle of an IndieCommerce Credit Card Order

3 Scenarios

1. Order placed by the customer -> Processed by the store
2. Order placed by the customer -> Canceled by the store before charging the 

customer
3. Order placed by the customer -> Canceled after charging the customer



Customer places an order
Order Status -> Pending
Authorize.net -> Authorized / Pending 
Capture

Store marks the order as ‘Payment 
Received’
Order Status -> Payment Received
Authorize.net -> Captured / Pending 
Settlement

After 24 hours
Order Status -> Payment Received
Authorize.net -> Settled Successfully

Store marks the order as Completed
Order Status -> Completed
Authorize.net -> (No change)

Order placed by the customer -> Processed by the store



Customer places an order
Order Status -> Pending
Authorize.net -> Authorized / Pending 
Capture

Store marks the order as ‘Canceled’
Order Status -> Canceled
Authorize.net -> Voided

Order placed by the customer -> Canceled by the store before charging the customer



Customer places an order
Order Status -> Pending
Authorize.net -> Authorized / Pending 
Capture

Store marks the order as ‘Payment 
Received’
Order Status -> Payment Received
Authorize.net -> Captured / Pending 
Settlement -> Settled

Store cancels the order (anytime after 
24 hours)
Order Status -> Canceled
Authorize.net -> Refund / Pending 
Settlement

24 hours after order was canceled
Order Status -> Canceled
Authorize.net -> Refund Settled

Order placed by the customer -> Canceled after charging the customer



Moving to a sample site...



Reconciliation Report - Reconcile transfer of funds between the ABA and 
the store

ABA’s Credit Card Processor

● All store fulfilled credit card orders

● All Ingram fulfilled orders

● Other payment methods with NY Sales 

Tax (stores outside NY)

Store’s Credit Card Processor

● Store fulfilled credit card orders with NY 

Sales Tax (stores outside NY)

● All Ingram fulfilled orders

● Other payment methods with NY Sales 

Tax (stores outside NY)



SAMPLE RECONCILIATION REPORT - SORTED BY CREDIT CARD ORDERS AND 
PROCESSOR (ABA / STORE)

FUNDS FROM ABA TO STORE

FUNDS FROM STORE TO ABA

COMING SOON...



Resources & Help Documents

https://www.bookweb.org/indiecommerce/authorizenet

https://www.bookweb.org/switching-cc-companies

 https://gravitypayments.com/partner/aba-gravity-instant/

https://www.termsandconditionsgenerator.com/

https://www.privacypolicygenerator.info/

https://www.volusion.com/tools/return-policy-generator

https://www.termsfeed.com/blog/sample-shipping-policy-template/#Download_Shipping_Policy_Template

https://www.bookweb.org/indiecommerce/authorizenet
https://www.bookweb.org/switching-cc-companies
https://gravitypayments.com/partner/aba-gravity-instant/
https://www.termsandconditionsgenerator.com/
https://www.privacypolicygenerator.info/
https://www.volusion.com/tools/return-policy-generator
https://www.termsfeed.com/blog/sample-shipping-policy-template/#Download_Shipping_Policy_Template


Questions?



Thank You!!


